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Abstract. Deniable authentication protocol enables a receiver to iden-
tify the true source of a given message, but not to prove the identity
of the sender to a third party. This property is very useful for provid-
ing secure negotiation over the Internet. This paper describes a secure
non-interactive deniable authentication protocol using ECDSA signature
scheme. The security of the protocol is based on difficulty of breaking
Elliptic Curve Discrete Logarithm Problem. It can be implemented in
low power and small processor mobile devices such as smart card, PDA
etc which work in low power and small processor.
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1 Introduction

Nowadays, authentication had emerged to be an essential communication pro-
cess. In fact, the aim of this process is to assure the receiver by verifying the
digital identity of the sender, especially when communicating via an insecure
electronic channel. Authentication can be realized by the use of digital signature
in which the signature (signers private key) is tied to the signer as well as the
message being signed. This digital signature can later be verified easily by using
the signer’s public key. Hence, the signer will not be able to deny his participa-
tion in this communication. Generally, this notion is known as non-repudiation.
However, under certain circumstances such as electronic voting system, online
shopping and negotiation over the Internet, the non-repudiation property is un-
desirable. It is important to note that in these applications, the sender’s identity
should be revealed only to the intended receiver. Therefore, a significant re-
quirement for the protocol is to enable a receiver to identify the source of a
given message, and at the same time, unable to convince to a third party on the
identity of the sender even if the receiver reveal his own secret key to the third
party. This protocol is known as deniable authentication protocol.
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2 Background

In this section we brief overview of prime field, Elliptic Curve over that field and
Elliptic Curve Discrete Logarithm Problem.

2.1 The finite field Fp

Let p be a prime number. The finite field Fp is comprised of the set of integers
0, 1, 2, . . . p− 1 with the following arithmetic operations [12] [13] [14]:

– Addition: If a, b ∈ Fp, then a + b = r, where r is the remainder when a + b
is divided by p and 0 ≤ r ≤ p− 1. This is known as addition modulo p.

– Multiplication: If a, b ∈ Fp, then a.b = s, where s is the remainder when a.b
is divided by p and 0 ≤ s ≤ p−1. This is known as multiplication modulo p.

– Inversion: If a is a non-zero element in Fp, the inverse of a modulo p, denoted
a−1, is the unique integer c ∈ Fp for which a.c = 1.

2.2 Elliptic Curve over Fp

Let p ≥ 3 be a prime number. Let a, b ∈ Fp be such that 4a3 + 27b2 6= 0 in
Fp. An elliptic curve E over Fp defined by the parameters a and b is the set of
all solutions (x, y), x, y ∈ Fp, to the equation y2 = x3 + ax + b , together with
an extra point O, the point at infinity. The set of points E(Fp) forms a Abelian
group with the following addition rules [16]:

1. Identity : P +O = O + P = P, for all P ∈ E(Fp)
2. Negative : if P (x, y) ∈ E(Fp) then (x, y) + (x,−y) = O, The point (x,−y)

is dented as −P called negative of P .
3. Point addition: Let P ((x1, y1), Q(x2, y2)) ∈ E(Fp),then P + Q = R ∈ E(Fp)

and coordinate (x3, y3)of R is given by x3 = λ2 − x1 − x2 and y3 = λ(x1 −
x3)− y1 where λ = y2−y1

x2−x1

4. Point doubling : Let P (x1, y1) ∈ E(Fp) where P 6= −P then 2P = (x3, y3)
where x3 = ( 3x2

1+a
2y1

)2 − 2x1 and y3 = ( 3x2
1+a

2y1
)(x1 − x3)- y1

2.3 Elliptic Curve Discrete Logarithm Problem (ECDLP)

In 1985, Neal Koblitz and Victor Miller independently proposed the concepts of
ECC. It is based on the Discrete Logarithm Problem (DLP) in a group defined
by points on Elliptic Curve over a finite field.

Definition 1. Given an elliptic curve E defined over a finite field Fp,a point
P ∈ E(Fp) of order n, and a point Q ∈< P >,find the integer l ∈ [0, n− 1]such
that Q = lP . The integer l is called discrete logarithm of Q to base P ,denoted
l = logpQ.
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3 Elliptic Curve Digital Signature Algorithm

The Elliptic Curve Digital Signature Algorithm (ECDSA) is the elliptic curve
analogue of the Digital Signature Algorithm (DSA), and is under consideration
for standardization by the ANSI X9 committee. Unlike the normal discrete log-
arithm problem and the integer factorization problem, the elliptic curve discrete
logarithm problem has no sub-exponential time algorithm. For this reason, the
strength-per key-bit is substantially greater in an algorithm that uses elliptic
curves.

3.1 ECDSA Signature Generation and Verification

This section describes the procedure for generating and verifying signature us-
ing the ECDSA. To sign a message m, an entity A having the key pair (d,Q)
executes the following steps.

ECDSA Signature Generation

1. Select a random or pseudorandom integer k ∈ [1, n− 1].
2. Compute k · P = (x1, y1) and convert x1 to an integer x̄1.
3. Compute r = x1 (mod n). If r = 0 then go to step 1.
4. Compute k−1 (mod n).
5. Compute SHA-1(m) and convert to the bit string e.
6. Compute s = k−1(e + dr) (mod n). If s = 0 then go to step 1.
7. A’s signature for the message m is the pair (r, s).

ECDSA Signature Verification

1. Verify r and s are integers in the interval [1, n− 1].
2. Compute SHA-1(m) and convert the bit string to an integer e.
3. Compute β = s−1 (mod n).
4. Compute u1 = eβ (mod n) and u2 = rβ (mod n).
5. Compute R = u1 · P + u2 ·Q.
6. If R = O, then reject the signature. Otherwise, convert the x-coordinate x1

of R to an integer x̄1, and compute v = x̄1 (mod n)
7. Accept the signature if and only if v = r.

4 Preliminaries

4.1 Notations

We first introduce common notations used in this paper as follows.

– p is the order of underlying finite field;
– Fp is the underlying finite field of order p
– E is an an elliptic curve defined on finite field Fp with large order.
– G is the group of elliptic curve points on E.
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– P is a point in E(Fp) with order n , where n is a large prime number.
– H() is a secure one-way hash function which is collision resistant.
– ‖ denotes concatenation operation between two bit stings.
– Let S denotes be the Sender.
– Let R denotes be the Receiver.
– Public and Private key pair of the Sender S is (ds, Qs), where Qs = ds · P .
– Public and Private key pair of Receiver R is (dr, Qr), where Qr = dr · P .

5 Relatated Works

In 1998, Dwork et al. [8] developed a notable deniable authentication protocol
based on the concurrent zero-knowledge proof, however the protocol requires a
timing constraint and the proof zero-knowledge is subject to a time delay in the
authentication process. Auman and Rabin [17] proposed some other deniable
authentication protocols based on the factoring problem. In 2001, Deng et al.
[9] also proposed two deniable authentication protocols based on the factoring
and the discrete logarithm problem respectively.

In the past several years, numerous deniable authentication protocols have
been proposed but many of them have also been proven to be vulnerable to vari-
ous cryptanalytic attacks [5] [10] [11] . The concept of deniable authentication
protocol was initially introduced by Dwork et al. [8], which is based on the con-
current zero knowledge proof. However, this scheme requires a timing constraint.
Not only that, the proof of knowledge is also time-consuming [7]. Another no-
table scheme which was developed by Aumann and Rabin [1] is based on the
intractability of the factoring problem, in which a set of public data is needed
to authenticate one bit of a given message. Few years later, Deng et al. [7] have
proposed two deniable authentication schemes based on Aumaan and Rabins
scheme. The proposed schemes are based on the intractability of the factoring
problem and the logarithm problem. However, in 2006, Zhu et al. [11] have
successfully demonstrated the Man-in-the-Middle attack against Aumann and
Rabins scheme and this indirectly results in an insecure implementation of Deng
et al.s schemes. In 2003, Boyd and Mao [2]have proposed another two deniable
authenticated key establishment for Internet protocols based on elliptic curve
cryptography. These schemes are believed to be able to solute the complexity of
computation and appear to be more efficient than others but their vulnerability
to Key Compromise Impersonation (KCI) attack has been exploited by Chou
et al. [4] in 2005. Besides that, Fan et al.have proposed a simple deniable au-
thentication protocol based on Diffie-Hellman key distribution protocol in 2002.
Unfortunately, in 2005, Yoon et al. [10] have pointed out that their protocol
suffers from the intruder masquerading attack and subsequently proposed their
enhanced deniable authentication protocol based on Fan et al.s scheme.
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6 Model of Deniable Authentication Protocol

A deniable authentication protocol (DAP) consists of the following four algo-
rithms: Setup, Extract, Send and Receive. We describe the functions of each
as follows [6].

– Setup: On input of the security parameter 1k the PKG (Private Key Gen-
erator) uses this algorithm to produce a pair (params, master−key), where
params are the global public parameters for the system and master-key is
the master secret key kept secretly by PKG. We assume that params are
publicly known so that we do not need to explicitly provide them as input
to other algorithms.

– Extract: On input of an identity i and the master secret key master-key,
the PKG uses this algorithm to compute a public-secret key pair (pki, ski)
corresponding to i.

– Send: The sender S uses this algorithm with input (m, skS , pkR) to output
a deniable authentication message m̃, where pkR is the public key of the
receiver R.

– Receive: The receiver R uses this algorithm with input (m̃,m, pkS , pkR) to
output 1 if the deniable authentication message m̃ is valid or 0 otherwise.
The above algorithms must have the following consistency requirement. If

m̃ ← Send(m,skS , pkR)

then we must have 1 ← Receive( m̃, m, pkS , pkR).

7 Security model

Security Notions In this subsection describes about security notions of deniable
authentication protocol. We first recall the usual security notion: the unforgeabil-
ity against chosen message attacks (Goldwasser et al., 1988), then we consider
another security notion: the deniablity of deniable authentication protocol.

Player. Let P = {P0,P1, . . .Pn} be a set of players who may be included
in the system. Each player Pi ∈ P get his public-secret key pair (pki, ski) by
providing his identity i to the Extract algorithm. A player Pi ∈ P is said to be
fresh if Pi’s secret key ski has not been revealed by an adversary; while if Pis
secret key ski has been revealed, Pi is then said to be corrupted. With regard of
the unforgeability against chosen-message attacks, we define the security notion
via the following game played by a challenger and an adversary.

[Game 1]

– Initial: The challenger runs Setup to produce a pair (params, master−key),
gives the resulting params to the adversary and keeps the master-key se-
cretly.

– Probing: The challenger is probed by the adversary who makes the following
queries.
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– Extract: The challenger first sets P0,P1 to be fresh players, which means
that the adversary is not allowed to make Extract query on P0 or P1. Then,
when the adversary submits an identity i of player Pi, (i = 0, 1), to the
challenger. The challenger responds with the public-secret key pair (pki, ski)
corresponding to i to the adversary.

– Send: The adversary submits the requests of deniable authentication mes-
sages between P0 and P0. The challenger responds with deniable authenti-
cation messages with respect to P0 (resp. P1) to P1 (resp P0).

– Forging: Eventually, the adversary outputs a valid forgery m̃ between P0 and
P1. If the valid forgery m̃ was not the output of a Send query made during
the game, we say the adversary wins the game.

Definition 2. (Unforgeability). Let A denote an adversary that plays the game
above. If the quantity AdvUF

DAP [A] = Pr[Awins] is negligible we say that the
deniable authentication protocol in question is existentially unforgeable against
adaptive chosen-message attacks.

To capture the property of deniablity of deniable authentication protocol, we
consider the following game run by a challenger.

[Game 2]

– Initial: Let P0 and P1 be two honest players that follow the deniable au-
thentication protocol, and let D be the distinguisher that is involved in the
game with P0 and P0.

– Challenging: The distinguisher D submits a message m ∈ {0, 1}∗ to the
challenger. The challenger first randomly chooses a bit b′ ∈ {0, 1}∗, then
invokes the player Pb to make a deniable authentication message m̃ on m
between P0 and P1. In the end, the challenger returns m̃ to the distinguisher
D.

– Guessing: The distinguisher D returns a bit b ∈ {0, 1}∗ . We say that the
distinguisher D wins the game if b = b′.

Definition 3. (Deniablity). Let D denote the distinguisher that is involved
the game above. If the quantity AdvDN

DAP [D] = |Pr[b = b′]− 1
2 | is negligible we

say that deniable authentication protocol in question is deniable.

8 Proposed Protocol

Security of the proposed is based on the difficulty of breaking of ECDLP problem.
This will be achieving the following security properties.

– Deniable authentication: The intended receiver can identify the source
of a given message, but cannot prove the source to any third party.

– Authentication: During the protocol execution, the sender and the in-
tended receiver can authentication each other.

– Confidentiality: Any outside adversary has no ability to gain the deniable
authentication message from the transmitted transcripts.
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– Completeness: If a sender and a receiver follows the protocol to negotiate
with each other, the receiver can identify the source of message.

The protocol involves two entities : a sender S and a intended receiver R. It
follows the followings steps.

– Setup Let H : {0, 1}∗ → {0, 1}l be a secure cryptographic hash function
which is of collision free. Let E be the elliptic curve define over the prime
field Fp. The key pair of both Sender S and receiver are (ds, Qs) and (dr, Qr)
respectively.

– Extract Here S executes the the following steps

• Choose a random integer k ∈ [1, n− 1]
• Computes

U = k · P (1)

r = x1 mod n (2)

where x1 = (U)x, x- coordinate of the point U ∈ E(Fp)

γ = H(M)ds + rk (3)

α1 = γ ·Qr (4)

MAC = H(α1‖M) (5)

Authentication message is ψ = (U,MAC,M)

– Send ψ = (U,MAC,M) to R

– Receive in this phase R executes the following steps.

• Computes

r = x1 mod n, Where x1 = (U)x

α2 = {H(M) ·Qs + r · U} · dr (6)

• Verify whether H(α2‖M) = MAC. If valid, accepts M otherwise reject.

The protocol is illustrated in the following fig.
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Sender S Receiver R

Select random number
ds ∈ [1, n− 1]

Computes Qs = ds · P
Select k ∈ [1, n− 1]

Computes the following
U = k · P

r = x1 mod n
γ = H(M)ds + rk

α1 = γ ·Qr

MAC = H(α1‖M)
ψ

-
Select random number

dr ∈ [1, n− 1]
Qr = dr · P

Compute
α2 = {H(M) ·Qs + r · U} · dr

Verify whether
H(α2‖M) = MAC

accept M
otherwise reject

9 Correctness

Theorem 1 If ψ = (U,MAC,M) is a authentication message produced by the
Sender S honestly, then the recipient R will always accept it.

Proof: The proposed protocol satisfies the property of correctness. In effect, if
the deniable authentication message ψ is correctly generated, then α1 = α2

α2 = {H(M) ·Qs + r · U} · dr

= {H(M)ds · P + rk · P}dr

= H(M)ds · Pdr + rdrk · P
= H(M)ds ·Qr + rkQr

= {H(M)ds + rk} ·Qr

= γ ·Qr = α1

10 Security Analysis

In this section, we analyze the security of our proposed deniable authentication
protocol . The security of our protocol is based on the difficulty of breaking
of Elliptic Curve Discrete Logarithms. The security of the proposed protocol is
analyzed and illustrated a model for the protocol.
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Theorem 2 The proposed Protocol achieves the authentication between the sender
and the intended receiver.

Proof : In our proposed protocol, if the receiver accepts the authentication mes-
sage ψ, receiver R can always identify the source of the message. If an adversary
wants impersonate the sender S, he has to construct the α2. If the adversary
tries to compute α2 he has to know the sender’s private key ds for that it needs
to solve ECDLP. ¤
Definition 4. Informally, a deniable authentication protocol is said to achieve
the property of confidentiality, if there is no polynomial time algorithm that can
distinguish the transcripts of two distinct messages.

Theorem 3 The proposed protocol achieves the property of confidentiality pro-
vided that the ECDLP is hard in E(Fp).

Proof : MAC = (α1‖M) is actually a hashed cipher text [18]. Hashed based
encryption is semantically secure in the random oracle model provided ECDLPis
hard. As a result, the proposed protocol can achieves the confidentiality. ¤

Theorem 4 The proposed protocol also achieves the property of deniability.

Proof : To prove that the proposed protocol has deniable property, first we should
prove that it enables an intended receiver R to identify the source of the given
message M and can not able to prove the source of message to the third party.

Relationship between U and MAC for a given message M can be verified
only by knowing α1. When M and R are given, α1 can be derived from Eq.(4)
or (6). Therefore, both the sender with the knowledge of ds and the receiver
with knowledge of dr have the same ability to generate (U,MAC) for a given
message M . Obviously, it is difficult to verify whether the message was send by
the sender or forged by the receiver, so the receiver can only identify the source
of message but can not prove the source of message to the third party. ¤

Also we can prove considering the security model describe in section-5. Let us
consider a distinguisher D and two honest players P0 and P1 involved in Game
2. The distinguisher D first submits a message m ∈ {0, 1}∗ to the challenger.
Then, the challenger chooses a bit b ∈ {0, 1} uniformly at random, and invokes
the player Pb to make a deniable authentication message (Ub,MACb) on M
between P0 and P1. In the end, the challenger returns ψ = (Ub,MACb,M)
to the distinguisher D. Since both P0 and P1 can generate a valid deniable
authentication message ψ = (U,MAC, M), which can pass the verification
equation, in an indistinguishable way, when D returns the guessed value b, we
can sure that the probability Pr[b = b′] is 1

2 , and the quantity AdvDN
DAP [D] =

|Pr[b = b′]− 1
2 | = | 12 − 1

2 | = 0 Based upon the analysis above, we can conclude
that the proposed protocol can achieve the deniable authentication. ¤

Theorem 5 The Protocol authenticates the source of the message.

Proof: If someone proves MAC to R, he must be S. Since from Eq.(5), to com-
putes MAC, he has to calculate α1 = γ · Qr, for that he needs to find γ i.e
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nothing but solving of ECDLP problem. If an adversary gets all the information
Qr in Extract phase, he can not compute the session key α1. Hence the protocol
authenticates the sources of message. ¤
Definition 5. Secure against Man-in-the-middle An authentication proto-
col is secure against an Man-in-the-middle, if Man-in-the-middle can not estab-
lish any session key with either the sender or the receiver. This is also called
forgery attack.

Theorem 6 The proposed protocol is secure with respect to the man-in-the-
middle (MIA) attack.

Proof: Since the session key α2 = {H(M) ·Qs +r ·U}·dr = γ ·Qr = α1, only an
attacker who has the ability to create γ can forge valid deniable authentication
message. However γ can be computed by Eq.(3). No one can forge γ without
knowing the private key of S i.e ds. Therefore it is resistant against forgery
attack. ¤

Theorem 7 (Completeness).If a sender and a receiver follows the protocol to
negotiate with each other, the receiver can identify the source of message.

Proof : From Theorem 1, it can be seen that the sender and the receiver share
the same session secret key α1 = α2. Hence the receiver can identify the source
of message M according to H(α1‖M) = H(α2‖M).¤

Theorem 8 A compromised session secret does not affect the security of the
proposed protocol.

Proof: The session secret can be derived from Since the session key α2 = {H(M)·
Qs+r ·U}·dr = γ ·Qr = α1, where a random number k is chosen independently
for each session. If an attacker wants to forge the deniable information with the
forged message M̃ by using the compromised session secret α1, the receiver will
derive a different session secret from the forged information. This is because
the message and its corresponding session secret are interdependent. To solve
this problem, the session secret for each round must be independent. This has
been realized in our protocol which as well guarantees the underlying signature
scheme as shown in Eq. (3). Therefore, a compromised session secret does not
affect the security of other sessions. ¤

11 Conclusion

The proposed protocol is an non-interactive protocol where ECDSA signature
scheme has been used. The security of the proposed protocol is based on difficulty
of breaking the Elliptic Curve Discrete Logarithm Problem. It archives deniable
authentication confidentiality and completeness. Also it is resistant against Man-
in-Middle attack. It can be easy to implemented in mobile devices such as PDA,
smart card etc. Since the protocol is based on the elliptic curve cryptography
(ECC) and thus it has high security complexity with short key size.
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